
MINUTES OF THE MAY 12, 2022 
MEETING OF THE 

WASHOE COUNTY SCHOOL DISTRICT 
AUDIT COMMITTEE 

 
May 12, 2022 
 
1.  Opening Items 
 
1.01 Call to Order 

 
The meeting of the Audit Committee was called to order at 3:31 p.m. The meeting was 
conducted in the Board Room of the Central Administration Building, located at 425 East 
Ninth Street in Reno, Nevada. 
 
1.02 Roll Call 

 
Chair Ron Ellis, Vice-Chair Todd Shipley, and Committee Members Ben Barteau, Wesley 
Chewjalearn, Jennifer Thomas, and Debra Yates were present. Committee Member Vita 
Ozoude was absent. Staff Liaison Kirk Starkey was also present. 
 
2. Items for Presentation, Discussion, and/or Possible Action  
 
2.01 APPROVAL OF THE MINUTES OF THE AUDIT COMMITTEE MEETING HELD 

NOVEMBER 4, 2021 
 
It was moved by Mr. Shipley and seconded by Ms. Yates that the Audit Committee 
approve the minutes of the November 4, 2021 Audit Committee meeting. The 
result of the vote was Unanimous: Pass (Yea: Ben Barteau, Wesley Chewjalearn, Ronald 
Ellis, Todd Shipley, Jennifer Thomas, and Debra Yates.) Final Resolution: Motion Carries. 
 
2.02 DISCUSSION AND POSSIBLE ACTION TO FORWARD TO THE BOARD OF 

TRUSTEES FOR THEIR CONSIDERATION AND ACCEPTANCE THE ANNUAL 
FOLLOW-UP OF THE AUDIT OF THE WASHOE COUNTY SCHOOL DISTRICT 
CAPITAL IMPROVEMENT PROGRAM PERFORMED BY PROTIVITI  

 
Kirk Starkey, Chief Auditor, presented the annual follow-up of the Capital Improvement 
Audit performed by Protiviti. Also present was Adam Searcy, Chief Facilities Management 
Officer. Mr. Starkey gave some context for the report explaining that in 2016, Washoe 
County voters passed WC-1, a ballot measure that increased local sales tax as a way to 
raise additional funds for building new schools and repairing older ones. The Capital 
Projects Department is responsible for the planning, delivery, and oversight of capital 
improvement projects including those funded by WC-1 revenues. The Internal Audit 
Department was asked to secure a third-party firm to audit the Capital Improvement 
Program, and in 2020 the firm Protiviti was selected to complete the project. The scope 
of the audit was all WC-1 revenues, bond proceeds, and associated expenditures. 
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The report resulted in two recommendations. The first recommendation was for the 
Capital Projects Department to standardize its project status communications to the public 
based on project type. To accomplish this the Department created a report titled “Capital 
Projects Quarterly Report” containing the recommended details. The report is a document 
used to communicate the status of all major active projects to the public and it presents 
pertinent project details informing the public and management of each project’s progress 
in comparison to project budgets and timelines. The report is also presented to the Capital 
Funding Protection Committee (CFPC). Based upon review by the Internal Audit 
Department, this recommendation was considered fully implemented. 
 
The second recommendation was for the Capital Projects Department to standardize the 
formatting and information in major project proposals to the CFPC and the Board of 
Trustees. Internal Audit reviewed the Capital Funding Department’s presentation 
materials associated with the new Debbie Smith Career and Technical Academy High 
School at the February 3, 2022 CFPC meeting and the February 8, 2022 Board of Trustees 
meeting and determined the same information was presented in the same format at each 
meeting, while incorporating the recommended information. As such, the 
recommendation was considered fully implemented. In conclusion, Mr. Starkey thanked 
Mr. Searcy and his team for their efforts in getting the recommendations implemented 
and asked if the Audit Committee had any questions. 
 
Mr. Shipley asked if posting the “Capital Projects Quarterly Report” has solved some of 
the communication issues and if there has been any response to it by the public. Mr. 
Searcy replied that their communication is multi-faceted and includes social media posts, 
CFPC meetings, reporting at Board meetings, and a variety of other mediums with which 
Capital Projects communicates the status and plans for their projects. The newly 
developed report is a quarterly update that is organized in a consistent fashion and 
encompasses projects that may have been underrepresented in other communications. 
The report is posted on the District website, shared with the Trustees, and sent out to an 
opt-in email distribution list. The report provides a clear and consistent opportunity for 
those interested to learn about all of the active projects 
 
Mr. Ellis asked if the Internal Audit Department is fully satisfied with responses of Capital 
Project to the recommendations and Mr. Starkey replied that they are. 
 
It was moved by Mr. Shipley and seconded by Ms. Thomas that the Audit Committee 
forward the Annual Follow-up of the Audit of the Washoe County School 
District Capital Improvement Program performed by Protivit i to the Board of 
Trustees for acceptance. The result of the vote was Unanimous: Pass (Yea: Ben 
Barteau, Wesley Chewjalearn, Ronald Ellis, Todd Shipley, Jennifer Thomas, and Debra 
Yates.) Final Resolution: Motion Carries. 
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2.03 DISCUSSION AND POSSIBLE ACTION TO FORWARD TO THE BOARD OF 
TRUSTEES FOR THEIR CONSIDERATION AND ACCEPTANCE THE ANNUAL 
FOLLOW-UP OF THE INFORMATION TECHNOLOGY – ORGANIZATIONAL 
STRUCTURE AND SECURITY PROGRAM AUDIT 

 
Paul Casey, Internal Auditor, presented the annual follow-up of the Information 
Technology – Organizational Structure and Security Program Audit. With him was Chris 
Turner, Chief Information Officer. Mr. Casey provided some background for the follow-
up and thanked Mr. Turner and his team for their assistance with the follow-up. The 
original audit was performed in 2016 in conjunction with SysAudits.com, an Information 
Technology (IT) audit and cybersecurity consulting company. The audit identified 
opportunities to improve the District’s computer security program and weaknesses in 
resources. The original audit resulted in 14 recommendations and at the time of the last 
annual follow-up, there were 7 remaining open recommendations. 
 
Two of the open recommendations, the recommendation to perform periodic independent 
external vulnerability scanning of WCSD internet systems, and the recommendation to 
formally create a Risk Acceptance Memorandum approved by the District governance 
leaders and including a projected plan to address security risks identified in the report, 
are now considered fully implemented. As recommended, the IT Department is now 
performing monthly independent external vulnerability scanning and reporting of District 
internet systems, is conducting routine meetings with District Leadership to identify and 
address IT security risks, and maintaining a risk register for enterprise-based issues. 
 
The recommendations to adopt certain computer security procedures and to establish 
written plans related to elements such as network and security system activity monitoring, 
disaster recovery, incident handling, and configuration and vulnerability management, 
are considered partially implemented. For both recommendations, the IT Department has 
created draft policies and plans for each of these areas that are expected to be adopted 
into regulation by May 2023. 
 
The remaining recommendations center around budgetary resources and include 
increasing resources to comparably sized districts to meet minimum IT service needs, 
obtaining and deploying network monitoring devices to effectively monitor district 
network security, and to re-evaluate budget resource prioritization to support WCSD IT 
environment refresh for core infrastructure components including servers, databases, 
network devices, and firewalls. Although there has been a modest increase in funding for 
the IT Department since the original audit, no anticipated full implementation date can 
be established until resources are increased to fully support current District technology 
needs. As a result, these recommendations remain partially implemented. Mr. Casey 
acknowledged the efforts of Mr. Turner and his staff working through the open 
recommendations with limited resources and staff and opened the meeting to questions 
from the committee. 
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Ms. Yates asked Mr. Turner how long he has been the head of the IT Department. Mr. 
Turner answered he began working at the District on July 1, 2020. 
 
Mr. Ellis asked Mr. Turner if he has asked for the resources needed to fully implement 
the recommendations. Mr. Turner explained IT has ongoing conversations with the 
District’s Finance Department and continues to advocate for additional resources. He 
noted that Nevada is in the lowest 10% of per pupil funding in the nation resulting in 
scarce resources and other priorities are sometimes higher than IT. He added that they 
are making progress on the IT audit with re-prioritization and additional personnel. 
 
Ms. Yates asked what the increase in full time IT employees has been since 2016 when 
the audit findings were first presented. Mr. Casey replied that at the time of the audit the 
IT budget to staff ratio was approximately $66K and has increased to approximately 
$110K. Mr. Turner explained that resources include staff and budget. There has been an 
increase in budget since the pandemic and they are supplying more devices to schools. 
He added that the number of fulltime employees has increased since he arrived at the 
District, but noted they are temporary solutions that are grant-funded and will expire 
within two years. 
 
Ms. Yates asked about where the department is with regard to recommendation 3.7, 
refresh for servers, databases, network devices, and firewalls. Mr. Turner explained the 
District has an ongoing nine-year infrastructure refresh program, budgeted at $5 million 
per year. He explained that the addition of new school buildings that have been 
constructed since 2016 are not accounted for though, and the new schools need to be 
incorporated into the ongoing refresh program. Ms. Yates asked Mr. Turner if he had 
significant concerns in any particular area. Mr. Turner answered that he always has a 
level of concern and preparedness with regard to IT security. With a leadership change 
in IT security there is increased attention to IT security, policies, and operations, with a 
more defensive posture taken. He noted that they could use more staff in this area. 
 
Mr. Shipley asked how many employees work in the IT Department. Mr. Turner replied 
75. Mr. Shipley asked if WC-1 funds cover any IT expenses including staffing. Mr. Turner 
explained that in all of the new school construction there is a component of WC-1 funding 
that covers a network infrastructure refresh program for the new schools along with 
additional related personnel. Mr. Shipley called attention to recommendation 2.1, to 
approve and adopt computer security procedures, and asked when there will be policies 
and procedures in place. Mr. Turner answered that since the new IT Security Officer was 
brought on in January 2021, he has written seven policies, and there are several other 
policies going through an internal approval process before they move to the legal 
department and the Board for District-wide approval. 
 
Mr. Shipley asked about recommendation 3.6, to obtain and use network monitoring 
devices to monitor District network security. Mr. Turner explained this is an area of 
significant challenge and noted that while they have switched to an anti-virus tool that 
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gives them a more thorough look at the entire network environment and have a firewall 
in place, they still do not have a tool that uses artificial intelligence to go beyond the 
normal threat detection. Mr. Shipley asked if they have the resources to solve this 
problem. Mr. Turner answered that this is a priority, and they are currently investigating 
tools for this purpose. 
 
Mr. Chewjalearn asked what mitigating measures are in place if there is an event such as 
a network outage. He also asked if formal procedures and policies are not in place, do 
they have informal procedures and policies to address incident handling and event 
management, and if something happened, could they address it. Mr. Turner replied that 
they do have procedures and disaster recovery planning for all the applications the District 
uses. Mr. Chewjalearn asked how they would handle a breach of personally identifiable 
information (PII). Mr. Turner cited an “oversharing” incident from February 2021 that had 
potential for PII exposure. The response included contacting the necessary stakeholders 
in the IT Department, the application owners, and the vendor, as well as following up 
with the proper notifications to the appropriate audience. He added that this incident was 
a good test of their operations.  
 
Mr. Barteau asked Mr. Casey how the audit follow-ups are conducted. Mr. Casey replied 
that they had a lot of conversation with the IT Department and got documentation in the 
form of draft policies. Mr. Turner added that Internal Audit initiates the conversation 
about the developments that have taken place since that last follow-up. There were a lot 
of meetings and conversation and IT shared policy documents with Internal Audit. 
 
Mr. Barteau commented on backups for student data and cloud backups for other data 
and asked about vendor selection agreed upon procedures (AUP). Mr. Turner commented 
that IT security and resources are considered in vendor selection. The student database 
system Infinite Campus is cloud-delivered and has high standards for data privacy and 
disaster recovery. They have not experienced an outage that lasted over 24 hours or a 
breach with Infinite Campus. The District has increased their cloud presence and is also 
using a new tool to back-up servers, allowing for a more rapid recovery in the case of an 
outage.  
 
Mr. Chewjalearn asked if they review controls or obtain a Statement of Controls Report 
(SOC2 Report) for cloud server contracts. Mr. Turner replied that they apply the principles 
of the District’s contract review process. He commented that they have a contract with 
Microsoft that allows for data storage and server back-ups. Infinite Campus, the student 
information publisher, uses Amazon Web Services for their cloud solutions. Mr. 
Chewjalearn asked if they obtain an annual SOC2 Report from Infinite Campus. Mr. 
Turner commented there was a co-presentation by the IT Department and Infinite 
Campus about their security procedures. Mr. Turner agreed to follow-up with regard to 
the SOC2 report. Mr. Barteau agreed this would be a good procedure to add to the vendor 
AUP. 
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It was moved by Ms. Yates and seconded by Mr. Barteau by that the Audit Committee 
forward the Annual Follow-up of the Information Technology – Organizational 
Structure and Security Program Audit to the Board of Trustees for acceptance. 
The result of the vote was Unanimous: Pass (Yea: Ben Barteau, Wesley Chewjalearn, 
Ronald Ellis, Todd Shipley, Jennifer Thomas, and Debra Yates.) Final Resolution: Motion 
Carries. 
 
2.04 PRESENTATION AND POSSIBLE ACTION TO FORWARD TO THE BOARD 

OF TRUSTEES FOR THEIR CONSIDERATION AND ACCEPTANCE THE 
ANNUAL INDEPENDENCE STATEMENT FROM THE CHIEF AUDITOR 

 
Kirk Starkey, Chief Auditor, presented his Annual Independence Statement. He explained 
that the Internal Audit Department operates under the standards of the Institute of 
Internal Auditors (IIA). IIA Standard 1110 requires that the Chief Audit Executive confirms 
annually to the Board, the organizational independence of the internal audit activity. Mr. 
Starkey asked the committee for their approval to submit the Annual Independence 
statement to the Board of Trustees for their acceptance. 
 
There was no discussion. 
 
It was moved by Mr. Shipley and seconded by Ms. Thomas that the Audit Committee 
forward the Annual Independence Statement from the Chief Auditor to the 
Board of Trustees for acceptance. The result of the vote was Unanimous: Pass (Yea: 
Ben Barteau, Wesley Chewjalearn, Ronald Ellis, Todd Shipley, Jennifer Thomas, and 
Debra Yates.) Final Resolution: Motion Carries. 
 
2.05 PRESENTATION AND DISCUSSION OF INTERNAL AUDIT’S ROLE IN THE 

CHARTER SCHOOL MONITORING PROCESS 
 
Kirk Starkey, Chief Auditor, spoke to the committee about the Internal Audit Department’s 
role in the District’s charter school monitoring process. He explained that as a sponsor of 
charter schools, the District is required by NRS to monitor both the instruction program 
performance and business requirements of each of its seven sponsored schools to ensure 
compliance with Nevada law and the terms of the Charter School Agreements. The 
monitoring involves multiple District departments. The Internal Audit Department assists 
by monitoring the financial activities of the schools including reviewing financial 
statements, bank statements, inventory records, grant files, and budget records. The 
results are incorporated into an annual report for each school that is first presented to 
the Board of Trustees and later submitted to the Nevada Department of Education. Mr. 
Starkey added that he wanted to inform the Audit Committee of Internal Audit’s work 
with regard to the mandatory monitoring of Charter Schools since it encompasses a 
portion of the annual activities of the department. 
 
There was no discussion.  
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2.06 DISCUSSION AND POSSIBLE ACTION TO PROVIDE DIRECTION TO THE 

CHIEF AUDITOR TO REVISE BOARD POLICY 9170, INTERNAL AUDIT 
DEPARTMENT, TO REMOVE THE REFERENCE TO CONFORMANCE WITH 
GENERALLY ACCEPTED GOVERNMENT AUDITING STANDARDS (GAGAS 
OR YELLOW BOOK) AND FORWARD THE REVISIONS TO THE BOARD 
POLICY COMMITTEE FOR CONSIDERATION 

 
Kirk Starkey, Chief Auditor, told the Audit Committee that he is seeking their approval to 
revise Board Policy 9170, Internal Audit Department. The current policy requires the 
Internal Audit Department to follow two sets of professional standards: the Institute of 
Internal Auditors (IIA) standards (the Red Book); and the Government Accountability 
Office (GAO) standards (the Yellow Book). He explained there is no apparent reason for 
following both standards and that operating under a single set of standards would be 
more efficient. Mr. Starkey told the committee he felt the Red Book standards are most 
appropriate for the activities of the Internal Audit Department, particularly because the 
department sometimes engages in consulting or advisory services which are not 
encouraged by the Yellow Book but are seen as adding value by the Red Book. 
 
In addition, Mr. Starkey looked at recent survey information performed by the Council of 
Great City Schools that looked at the Internal Audit standards followed by member school 
districts. Of the 21 school districts surveyed, 15 use the Red Book and five use the Yellow 
Book. The Washoe County School District is the only one that uses both sets of standards. 
Mr. Starkey contacted the school districts using the Yellow Book to try and determine why 
they use those standards. There was no determined reasoning other than “that is what 
has always been done.” 
 
Mr. Starkey concluded that the Red Book standards require adherence to professional 
auditing standards, including a Code of Ethics, and using the Red Book standards alone 
will not result in a decrease in the professionalism, adherence to standards, or the 
reliability of the independent procedures of the work done by the Internal Audit 
Department. He asked the committee to consent to revising Board Policy 9170 to remove 
the requirement to adhere to the GAO standards. 
 
Mr. Shipley asked what the significant differences between the two standards are. Mr. 
Starkey replied that the Red Book contains the standards, factors, and criteria not just to 
perform an audit, but with regard to running an audit shop. The Yellow Book focuses 
primarily on audit procedures. The other difference falls under the consulting side of 
things. For some of the interactions the Internal Audit Department has with other 
departments, independence could be an issue under Yellow Book standards. 
 
Mr. Ellis noted that the IIA standards (Red Book) are more of a voluntary adherence to 
the standards, while the Yellow Book standards are more applicable for entities taking 
advantage of federal grants. He noted that the District does take advantage of federal 
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grants and asked why the Yellow Book would not then be more appropriate. Mr. Starkey 
acknowledged that if they were to do an audit of a purely grant-funded department, the 
Yellow Book would be more beneficial, and they would still be able to use Yellow Book 
standards in that specific audit. The outside accountants that do the annual audit operate 
under Yellow Book standards and look at grants.  
 
Mr. Ellis asked if there was any information about the rankings of school district audit 
departments that use Yellow Book versus Red Book. Mr. Starkey replied that the survey 
information provided to the Council of Great City Schools is all voluntary and has not been 
verified, however the Chief Auditors of the various school districts responded to the 
survey questions. 
 
The committee received email public comment from: 
Joe Morabito 
 
It was moved by Mr. Shipley and seconded by Ms. Yates that the Audit Committee directs 
the Chief Auditor to revise Board Policy 9170 to remove the reference to 
conformance with Generally Accepted Government Auditing Standards 
(GAGAS) and forward the revisions to the Board Policy Committee for 
consideration. The result of the vote was Unanimous: Pass (Yea: Ben Barteau, Wesley 
Chewjalearn, Ronald Ellis, Todd Shipley, Jennifer Thomas, and Debra Yates.) Final 
Resolution: Motion Carries. 
 
2.07 PRESENTATION ON THE PROPOSED CAPITAL IMPROVEMENT PROGRAM 

- PROFESSIONAL SERVICES AUDIT 
 
Kirk Starkey, Chief Auditor, presented information on the proposed audit of the Capital 
Improvement Program – Professional Services. He explained that the previous audit of 
the Capital Improvement Program focused primarily on construction costs. The proposed 
audit of professional services would focus on the activities of architects, engineers, and 
design firms. The project is planned to be an agreed upon procedures review with the 
objective of determining department compliance with Nevada law and WCSD policies 
when engaging professional service providers on District capital projects. The Capital 
Funding Protection Committee and the Board of Trustees have approved funds for the 
review and the next step will be to get quotes from at least three firms to perform the 
work. Mr. Starkey told the committee he would keep them informed on the status of the 
project. 
 
2.08 PRESENTATION OF “REPORT FRAUD, WASTE, AND ABUSE” HOTLINE 

CONCERNS AND OUTCOMES SINCE THE NOVEMBER 4, 2021 MEETING 
OF THE AUDIT COMMITTEE 

 
Kirk Starkey, Chief Auditor, presented the status of reported cases of Fraud, Waste, and 
Abuse since the November 4, 2021 meeting of the Audit Committee. Since the last 
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meeting there have been 21 new cases received. Eight of the cases were referred to the 
appropriate responsible department and have been closed, eight cases were closed for 
being outside the program scope or not providing sufficient information for investigation, 
two cases were found to not have merit, one case was found to have merit and was 
addressed, and two cases remain open. Of the five open cases presented at the last 
meeting, three have been closed and two remain open. This leaves four open cases that 
will continue to be worked and the committee will be given an update on the open cases 
as well as any new cases reported at their next meeting. 
 
2.09 STATUS UPDATE ON THE ACTIVITIES OF THE INTERNAL AUDIT 

DEPARTMENT TO INCLUDE CURRENT PROJECTS ON THE INTERNAL 
AUDIT DEPARTMENT AUDIT PLAN FOR FISCAL YEAR 2022 

 
Kirk Starkey, Chief Auditor, presented a status update of current Internal Audit 
Department projects in accordance with the previously approved Audit Plan. He 
commented that due to some deficiencies noted during the monitoring of Bailey Charter 
School, quarterly contacts with them were added to the audit plan to remedy some 
financial reporting and grant monitoring compliance issues. He noted that the Sick Leave 
Bank Audit follow-up was mistakenly not listed on the project status worksheet but will 
be started sometime next year after the collective bargaining unit contracts are in place 
because several of the audit recommendations require their involvement. There have 
been several requests from management and school principals for Student Activity Fund 
(SAF) audits and in order to be responsive to the requests, Internal Audit will focus on 
getting requested SAF audits completed first. Mr. Starkey commented there is a need for 
continuous improvement in this area and with a new Superintendent coming in he would 
like to get as many SAF audits as possible done. After the new Superintendent has been 
in place for a year a new Risk Assessment and Audit Plan will be done. 
 
Ms. Yates commented on SAF audits and noted that it could be beneficial to share 
repetitive findings with schools and could be a learning opportunity for school staff. Mr. 
Starkey replied that a new position was authorized in the Business Office focusing on  
training school bookkeepers on SAF and alerting them to common recurring audit 
findings. Internal Audit is also going to give Area Superintendents a list of the top 
recurring findings so that Area Superintendents can inform their school principals to be 
aware of these areas. Ms. Yates commented that a significant amount of money runs 
through SAF accounts. Mr. Ellis commented that it would be helpful to get an idea of this 
volume. Mr. Starkey explained that at the end of all SAF audits they will be adding 
Attachment A that will list the receipts, disbursements, and transfers of different class 
accounts, as well as balances. 
 
Mr. Ellis asked who has been requesting SAF audits. Mr. Starkey replied that the requests 
have come from management such as Area Superintendents and from new principals. 
 
2.10 PRESENTATION OF AUDIT COMMITTEE ANNUAL CALENDAR 
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Kirk Starkey, Chief Auditor, presented the Audit Committee Annual Calendar, which is a 
high-level preview of upcoming meeting topics and proposed Audit Committee meeting 
dates. He asked committee members to contact him if they have any schedule conflicts 
with the proposed dates, or if they have suggested items to add to the agendas. Mr. 
Chewjalearn asked if it would be possible to move the Audit Committee meeting time 
from 3:30 p.m. to 4:00 p.m., and the other committee members were agreeable to the 
proposed time change. Mr. Starkey agreed to ask Board Services about changing the 
meeting time. 
 
3. Closing Items 
 
3.01 Public Comment 
 
Public comment: 
Kirk Starkey told the committee that Matt McMahon, WSCD Internal Auditor, recently 
passed the Certified Internal Auditor (CIA) exam and congratulated Mr. McMahon. Mr. 
Starkey also thanked Jennifer Thomas, Ron Ellis, Ben Barteau, and Todd Shipley for 
agreeing to serve an additional 2-year term on the Audit Committee. 
 
3.02 Announcement of Next Meeting Public Comment 
 
The next meeting of the Audit Committee will take place on Thursday, August 11, 2022.  
 
3.03 Adjourn Meeting 
 
There being no further business to come before the members of the Committee, Chair 
Ellis declared the meeting adjourned at 4:47 p.m. 
 
 
____________________________    
Ron Ellis, Chair  
 


